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Managing Risks When Hiring From a Competitor 
Editor's Note: The views and opinions expressed in the article represent the view of the authors and not necessarily 
the official view of Clark Hill PLC or Harvard University. Nothing in this article constitutes professional legal advice nor is 
intended to be a substitute for professional legal advice. 

Contributed by Daniel V. Kinsella, Clark Hill & Manuel Cuevas-Trisán, Harvard University 

A company hiring from a competitor entails risks of litigation. Doing so carelessly or with ill motives carries serious risks of 
liability. Like any other business risk, the new employer needs to understand and manage that risk proactively. If properly 
managed, the company can achieve the benefits of hiring qualified people with experience in the industry, including 
competitors, while avoiding or at least lessening the risk of litigation. 

Even if there is litigation, a record of taking the proper precautions to keep the new employee from breaching a restrictive 
covenant and to avoid accidental or intentional misappropriation of trade secrets makes avoiding litigation or early success 
in litigation far more likely. The company should establish and maintain its own policies of fair competition and business 
ethics before it embarks on a course of recruitment. 

Contact with Potential New Employees 

From the first contact, the prospective employer should caution any potential employee about divulging confidential 
information from the employer/competitor. The employer should require each prospective employee to acknowledge that 
they have not and will not provide the company with confidential information and that disclosure or use is strictly 
prohibited. They must determine if the prospective employee has contractual obligations to their current or former 
employer. The employer should review the contract to evaluate the potential risk and develop an appropriate strategy. If 
the employee says there are no contracts, that should be confirmed in writing. 

Covenant-Not-To-Compete/Non-Solicitation Agreement 

The first point to determine is whether the applicant has a covenant-not-to-compete or a non-solicitation agreement. The 
mere existence of a restrictive agreement should not, necessarily, disqualify an applicant. It is still possible to work with the 
applicant, but the company must understand how the courts will interpret the applicant's contractual obligations. 

Restrictive covenant agreements usually come in three parts: 

• A general non-compete prohibiting an employee from working for a competitor within a specific 
geographic range and for a certain period 
 

• A non-solicitation of customers prohibiting an employee from working with certain customers for a 
specified time 
 

• A non-solicitation of employees prohibiting soliciting other employees to leave the company for a period 
of time 

However, a restrictive covenant could also be included in other agreements such as: 

• Stock option or stock grant agreements that survive termination of employment 
 

• Severance agreements that, for example, make severance payments contingent on compliance with post-
employment restrictive covenants 
 

Enforcing Restrictive Covenants 

If the employee's tenure was short with their former employer, the hiring employer should determine if there was a 
restrictive covenant with a previous employer that remains applicable and that survived the interim employment. The 
enforceability of the restrictive covenant will depend on the state law involved, often stated in the agreement. The 
prospective employer should review the agreement with counsel. 
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Complete transparency between the applicant and the prospective employer is essential to evaluate the applicant's 
contractual obligation. For example, the extent to which the employee had contact with a customer while working for the 
previous employer could be critical in determining whether that customer is off-limits under a non-solicitation of customers 
agreement. 

Determining what the employee said to a customer or another employee could be critical to a finding of whether the new 
employee directly or indirectly solicited business from that customer or solicited the employment of a co-worker. This 
information could also help determine what the new employer allows the employee to do in structuring a position to avoid 
litigation or lessen potential damages. 

Protection from Trade Secret Litigation 

Even if there is no restrictive covenant, the new employer must make sure that the new employee is not violating trade 
secret laws or unlawfully using or disclosing the previous employer's confidential information. 

The new employer must make it unequivocally clear that the new employer is not interested in secret or proprietary 
information of the previous employer. Most states have legislation that protects trade secrets, often a version of the Uniform 
Trade Secrets Act, or recognize a common law cause of action. Congress has also passed legislation giving employers 
federal rights to protect trade secrets. 

New Employer's Response to Litigation 

Threats or Actual Litigation from the Prior Employer 

Normally, the litigation process begins when the new employee and employer receive a cease and desist letter from the 
previous employer. The new employer will be accused of using or misappropriating trade secrets, unfair competition, and 
other torts. 

The response to the cease and desist letter creates an opportunity for the new employer's counsel to swiftly state that it 
has taken affirmative steps to keep the new employee from using or disclosing any confidential or proprietary information. 
A well-crafted letter could help persuade the previous employer not to start litigation or delay it. 

Specific Steps and Procedures  

Code of Ethics and Business Conduct 

A code of ethics that covers issues of competition should be adopted, if not already in effect, and include the company's 
commitment to safeguarding intellectual property and proprietary information of competitors. A code of ethics should 
state that the company is committed to ethical competition and will not engage in improper activities. A provision on the 
protection of proprietary information should state that: 

• The company does not permit its employees to use its own proprietary information improperly 
 

• The company will not use or obtain a competitor's proprietary information improperly 
 

• The company will not condone any unauthorized use of any confidential, proprietary, or intellectual 
property of a competitor 
 

Enforcement of Company Policies 

In addition to a strong ethics policy, companies, especially those in competitive industries, should have an infrastructure in 
place to support training, reporting, investigating, and enforcing these policies. The purpose is to make it clear that the 
company will take active steps to stop employees from using secret or proprietary information of a competitor. The 
company should have a clear set of procedures for ongoing monitoring and auditing the effectiveness of its ethics and fair 
competition policies. As part of the onboarding process every new employee should be advised that: 

• Any employee who violates the code of ethics can be disciplined or discharged 
 

• Violations could lead to serious litigation and expensive damages against the company and against the 
employee personally 
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Onboarding New Employees Recruited from Competitors 

In addition to the general, company-wide warnings provided in ethics and fair competition policies, companies that hire 
employees from competitors should explicitly state to those employees that the company is not interested in any of the 
confidential information from the previous employer and any use or disclosure of the former employer's information is 
prohibited. 

The new employer should inform the new employee and require she acknowledge in writing the following during the 
onboarding process: 

• The newly hired employee is required to comply with all the requirements of the former employer 
regarding return of property 
 

• During the notice period, while still employed by the former employer, she should work solely and 
exclusively for the previous employer and should refrain from doing any work for the hiring employer 
 

• Do not to forward any material from the previous employer's system to any email address or to any thumb-
drive or other computer or data-storage device 
 

• Violation of any of these policies will result in a withdrawal of the offer of employment or could, after hiring, 
result in discipline, up to and including termination 

Designating New Employee Responsibilities 

In some cases, to avoid using or disclosing confidential information, the new employer may have to re-structure the duties 
of the new employee, at least temporarily, even in the absence of a restrictive covenant. The new company can, for a time, 
carve out some duties, customers, or geographic areas that might give rise to claims of misappropriation of trade secrets. 
Some duties could be assigned to other employees, especially where those duties might involve reporting on industry-
wide trends or specific actions of competitors or matters that have been closely analyzed by the old employer. 

Bring Your Own Devices or Company Devices 

It might seem counter-intuitive, but the new employer must consider what the previous employer has done to protect its 
trade secrets. There are two reasons. First, if the former employer has not taken reasonable measures to protect its trade 
secrets the new employer could have a legal defense. Second, the new employer should understand what the former 
employer has done so that the new employer minimizes the risk that the new employer appears to be seeking, accessing, 
or using trade secrets through the newly hired employee. 

In those cases where the company is hiring an employee from a competitor, the new employer should find out in writing: 

• Whether the previous employer required employees to use only employer devices or if it permitted 
employees to use their own devices 
 

• Whether the employee ever used their own devices for work 
 

• What devices the employee used and what was done with those devices when the employee left 
 

• Whether the employee downloaded any information from the previous employer's devices to any 
personal devices or storage devices, thumb-drives, personal cloud services, email, or the like while 
employed 

This information could be helpful in preparing a defense to litigation. 

  



Bloomberg Law ©2022 The Bureau of National Affairs, Inc. 5 

Use of Personal Devices 

If the new employee ever used their own personal device for work, the new employer needs to determine what information 
might be stored on them: 

• The devices should be imaged immediately 
 

• If there is any information from the old employer on any of the devices, it should be downloaded and 
returned to the old employer with an explanatory letter 
 

• The information should be removed from the device and the device should be imaged again as evidence 
that the information was removed and never accessed by anyone 

If the previous employer had a policy under which employees used their own devices rather than company-issued devices, 
then the procedure would be more involved and would have to be more thorough. The new employer should make sure 
it knows about all the devices, images them, scans them, and removes proprietary data from the prior employer. 

All of these determinations should be done through a written questionnaire so that the written answers are available to 
produce to the former employer to show the steps that were taken or, if necessary, as evidence in a trade secret lawsuit. 

‘Lift-Outs’ and Raiding Issues 

Where a company hires more than one employee from a competitor, especially employees who work in the same or similar 
capacities, the company is opening itself up to a claim that it is engaging in unfair competition by lifting out, or raiding. 
The more employees who come to the same employer the greater the likelihood of unfair competition claims. 

In addition, the company runs the risk of putting one of the early hires into a position of appearing to violate an agreement 
not to solicit employees from the former employer. One approach would be to limit recruiting from the same employer at 
least in the same time period. Another approach is to carefully monitor those employees and institute precautionary 
measures as early and as thoroughly as possible. 

Conclusion 

In a time of extraordinary competition for talent across industries, employers are making considerable investments in 
attracting new candidates for employment and retaining their current employees. Employers have the right to recruit from 
multiple sources, including employees of their direct competitors. 

As we have seen, however, if they pursue a candidate who works for a direct competitor, they should exercise special care, 
given the inherent risk for claims of unfair competition, misappropriation of trade secrets, and related torts. The tools and 
strategies outlined in this message offer, not just awareness of the risks, but also proactive policy, oversight, and 
enforcement guidance to mitigate the prospect of expensive litigation and reputational damage. In these cases, employers 
are strongly advised to engage counsel to analyze the specific risks entailed in their state and business circumstances. 


