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Legal Disclaimer

• The legal content of this presentation is copyrighted by Clark Hill PLC.

• As with all legal issues, this presentation provides general principles only, and the District’s 
attorney should be consulted for specific questions related to any and all principles 
contained herein.

• Student discipline issues are complex, fact specific and always involve a balancing of 
interests, when in doubt, consult with counsel!
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Considerations for School Administrators

• As members of the school management 
team, you are an agent of the school 
board.

• Many courts view principals and 
administrators as being in policymaking 
roles.

• Principals and other building 
administrators are responsible for knowing 
& complying with Board Policy.
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Considerations for School Administrators

• We recommend all school administrators:

o Use common sense and good judgment.

o Learn as much as you can about legal red flags. 

o Know, understand, and follow Board policy.

o Know, understand, and update student handbook.

o Follow process and procedure.

• Remember: You are not alone!

o The World Health Organization recognized burnout as an occupational health issue.

o Chronic stress experienced by employees at public entities and in the private sector.

o We are here to help school administrators navigate these important issues together.
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First Things First

Let’s learn a little bit about each other!
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Student Searches in the Electronic Age 



Some Circumstances that Prompt Student Searches

• Suspected or Reported Violations of Student Code of Conduct. 

• Improper use of electronic equipment (cell phone, computers, internet, iPad, etc.).

• Improper behavior toward fellow students or staff. 

• General Parent/Student Complaint.

• Theft or Suspected Theft.

• Anonymous Complaint.

• Information obtained from school video surveillance equipment.
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Student Searches – The 4th Amendment

The 4th Amendment protects against 
unreasonable searches and seizures.

For Students:  

• General Rule:  Any government (school) 
action that intrudes upon and invades a 
student’s justifiable expectation of privacy 
constitutes a search under the 4th

Amendment.

• A “request to search” is not a search so long 
as student recognizes they are free to refuse 
consent.
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Student Searches – The 4th Amendment

• School Property: If the object searched is school property or school-provided user account, 
consent from the student and/or parent is not required under the 4th Amendment, but 
consider electronic communication and privacy laws.  

o District policies should cover the right to search and should state that students have no 
legitimate expectation of privacy in electronic communications from school equipment.   This 
includes school computers, school-issued laptops, e-Readers, or tablet devices signed out to 
individual students.

• Personal Property: If object searched is the student’s personal property/account, 
reasonable suspicion or consent from parent and/or student will be required under 4th

Amendment.

o But Note: Other laws on electronic communication and privacy may prohibit search. 
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The 4th Amendment – What is Reasonable?

New Jersey v. T.L.O., 468 U.S. 325 (1985)

• Must review all relevant facts and circumstances and balance student’s rights (expectation of 
privacy) in light of the unique circumstances of the incident.

• Must analyze the context in which the search occurred (view from perspective of “searcher”).  

• Not all circumstances carry the same weight under the law.  One fact/circumstance can quickly 
change the outcome of the case.

• No search warrant or “probable cause” required so long as no police involvement in search 
(SRO does not necessarily mean police involved).
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The 4th Amendment – What is Reasonable?

Two Prong Test:

1. Was the search justified at its inception? 

o It is if at the inception of the search, there is reasonable suspicion that the search will reveal 
evidence that the student has violated or is violating the law or the rules of the school (code of 
conduct).  Reasonable suspicion has been taken to mean “fair probability” or a “moderate 
chance”.  Safford v. Redding, 129 S. CT 2633 (2009)

2. Was the search permissible in its scope? 

o It is when the measures adopted are reasonably related to the objectives of the search and 
not excessively intrusive in light of the age and sex of the student and the nature of the 
infraction.
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Safford Unified v. Redding – New Questions 
about Reasonableness of Scope

• Student suspected of carrying ibuprofen in her day planner

• Search of student did not show any contraband in her clothing 

• When contraband was not found, she was asked to remove her outer clothing, pull her bra 
away from her body, as well as her underwear.
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Safford Unified v. Redding – New Questions 
about Reasonableness of Scope

• Supreme Court reviewed the matter, and found the search to be unreasonable:

o Citing T.L.O., the Supreme Court said:  the scope will be permissible when it is “not excessively 
intrusive in light of the age and sex of the student and the nature of the infraction.”  

o Seems to leave the door open to invasive search in the event that there is a severe threat to 
safety and welfare.

o In the oral arguments, justices were concerned with hiding dangerous drugs, such as 
methamphetamine.
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Hypothetical Fact Pattern 1

Johnny:

Johnny is standing by his locker in the hallway 
putting books and supplies in this backpack.  
Teacher Smith is walking down the hall and stops 
to congratulate Johnny on his recent test score.  
Teacher Smith can easily see into Johnny’s wide 
open backpack on the floor and sees what she 
believes to be a bag of marijuana. Teacher 
Smith takes Johnny to the assistant principal, 
who proceeds to search Johnny’s backpack.  
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Hypothetical Fact Pattern 1

Johnny:

During said search, no marijuana is found, but a personal iPad that has a “pot leaf” sticker on 
cover is found in Johnny’s backpack.   The AP, who has been dealing with Johnny off and on 
all year for suspected drug offenses, requires Johnny to enter his PIN number to unlock his 
personal iPad, and then looks at emails on the iPad.  The emails show that Johnny sold 
marijuana on school property the day before.     

• Was this search of the backpack appropriate?  The iPad?  

• Can the emails be used for disciplinary purposes?
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“Reasonableness” – a complex standard

• As much as the courts defer to schools related to reasonableness, the circuits remain split, 
and Redding is the latest standard to apply.

• For example:

o Random, suspicionless searches were held unconstitutional by a Federal Court in Little Rock.  
Doe v Little Rock, 380 F3d 349 (2004).

o A random search for a weapon involving patting down students was found reasonable in 
the Eighth Circuit.  Thompson v Carthage School District, 87 F3d 979 (8th Cir 1996).

• The guidelines are very fact specific, and generally school officials who engage in 
suspicionless searches will have a very steep constitutional challenge.
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“Reasonableness” – a complex standard

• Dog sniff searches are likewise problematic.

o Sniffs of students have cultural implications, 
and can be deemed invasive.

o There is authority that dog searches of 
students’ classrooms may be permissible under 
some circumstances.
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Internet Privacy Protection Act 



Internet Privacy Protection Act - MCL 37.271 et seq.

Definitions – MCL 37.272

• “Access information” means user name, password, login information, or other 
security information that protects access to a personal internet account.

• “Educational institution” means a public . . . educational institution or a separate 
school or department of a public . . . educational institution . . ..

• “Personal internet account” means an account created via a bounded system 
established by an internet-based service that requires a user to input or store access 
information via an electronic device to view, create, utilize, or edit the user's 
account information, profile, display, communications, or stored data.
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Internet Privacy Protection Act - MCL 37.271 et seq.

Prohibitions on Schools – MCL 37.274

An educational institution shall not do any of the following:

• Request a student or prospective student to grant access to, allow observation of, or disclose 
information that allows access to or observation of the student's or prospective student's 
personal internet account.

• Expel, discipline, fail to admit, or otherwise penalize a student or prospective student for failure to 
grant access to, allow observation of, or disclose information that allows access to or 
observation of the student's or prospective student's personal internet account.
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Internet Privacy Protection Act - MCL 37.271 et seq.

Exceptions – MCL 37.276

The IPPA does not prohibit an educational institution from requesting or requiring a student to 
disclose access information to the educational institution to gain access to or operate any of the 
following:

o An electronic communications device paid for in whole or in part by the educational institution.

o An account or service provided by the educational institution that is either obtained by virtue of 
the student's admission to the educational institution or used by the student for educational 
purposes.

The IPPA does not prohibit or restrict an educational institution from viewing, accessing, or utilizing 
information about a student or applicant that can be obtained without any required access 
information or that is available in the public domain.
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Hypothetical Fact Pattern 2

Susie:  

Principal Bob suspects that Susie has been 
carrying out drug deals during school.  Principal 
Bob was told by Billy that Susie had sold Tonja
marijuana on school property a couple hours 
earlier so Tonja could get “high” at lunch.  Billy 
says the basis of his information is that he saw 
Susie Facebook messaging Tonja during class 
about the drug deal and both were bragging 
about how easy it is to sell drugs and get “high” 
at school.  

• May Principal Bob ask Susie and/or Tonja for 
their Facebook account information to retrieve 
these messages?
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Student Searches and Investigations:
Best Practices



Prevention Tips

• Schools should investigate any incident that is related to the school regardless of 
whether the matter has been reported to police or other authorities.  Schools may 
make their own decision and need not await the outcome of criminal charges or 
other investigations. 

• Administrators should be trained to document any complaint and to document 
their action, decision-making and investigation of that complaint.  If the 
Administrator decides to take no action, their reasons for their decision should be 
adequately explained and documented.

• Principals, assistant principals, site supervisors, and other administrators should be 
encouraged to involve the central office administrators (or legal counsel) if they 
have any questions or doubts about how to proceed in an investigation.
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Prevention Tips

• Send a clear and consistent message that complaints will be promptly 
investigated and addressed.

• Investigate PROMPTLY.  Establish who is in charge of investigating allegations, and 
what is the procedure for filing a complaint.  Keep your chain of command 
informed.

• Do not ignore behavior or make assumptions it will stop, it was a “one time 
incident” or it is not a violation of Board policy or the Code of Conduct. 
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Questioning & Consent to Search – Rule of Thumb

Questioning of Student

• May detain student for questioning provided it is reasonable in nature and scope.

• Seizure/detention of student may be violation of 4th Amendment.

• School officials have no obligation to notify parent before detaining and questioning student; 
HOWEVER, if about serious misconduct, it is best to have parent involved to protect interests of 
student.  Also, if student demands parent be present, may be in school’s best interest, especially 
if student upset or distraught.

• When recording the student’s statement, consider asking the student to provide a statement 
verbally while an administrator writes the statement verbatim. Then, read the statement back to 
the student and ask them to add their signature. 
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Questioning & Consent to Search – Rule of Thumb

Consent to Search

• General Rule:  A search authorized by consent of the searched individual is constitutional 
provided the consent was given both freely and voluntarily.

• Seizure of contraband voluntarily relinquished by student does not violate 4th Amendment.

• Voluntariness is judged based upon totality of circumstances (age, intelligence, etc.).

• Important to a have witness that can show consent was voluntarily provided or information was 
voluntarily given.

• If contraband or information voluntarily provided, get a copy of it at that time.
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Items to Document
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1. Did you have “reasonable suspicion” (e.g. was the search 
justified at its inception)?

 Source of the Information (eyewitness/informant)

• Who
• When
• What was seen
• Time

 What contraband was the student believed to 
have?

 What specific legal/handbook infraction was 
suspected? Why?

 Behavioral basis for the search

 Time of search

 Location of the search

 Student consent obtained

2. Was the search reasonable in its scope?

 What was being searched for?

 Where was searched?

 Sex of student

 Sex of searching official

 Age of student

 Names of witnesses to search

3. What was seized?

 What did the search yield?

 What was seized?

 Were parents notified?

 Was law enforcement notified?



A Word About Liability

• 42 USC 1983

“Every person who, under the color of any statute, ordinance, regulation, custom or usage, of any 
State or Territory of the District of Columbia, subjects, or causes to be subjected, any citizen of the 
United States or other person within the jurisdiction thereof to the deprivation of any rights, privileges, 
or immunities secured by the Constitution and laws, shall be liable to the party injured in an action at 
law, suit in equity or other proper proceeding for redress…”

• Qualified Immunity

o This doctrine shields a principal/administrator from money damages unless the plaintiff shows (1) the 
official violated a statutory or constitutional right; and (2) the right was “clearly established” at the 
time of the challenged conduct.
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Some Parting Thoughts. . . 

• Search and Seizure protocols are only one tool in your toolbox in dealing with threats.

• Best practices in dealing with threats, at a very high level, come from administrators and staff 
knowing how to identify issues and knowing not only the limits of your authority, but also the level 
of authority that they have.

• Here are some thoughts on empowering the administration and staff:

o Review, update and brush up on the student Code of Conduct regarding threats or signs of 
violence;

 Know how to remove a student from school pending investigation and evaluation of a threat

 Know how to observe and investigate student disciplinary issues at all levels

o Coordinate with law enforcement and other experts on building and campus security;

o Revisit your policies related to Search and Seizure, discipline and due process;
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Legal Disclaimer
This document is not intended to give legal advice and does not establish any attorney-client 
relationship.  It is comprised of general information.  A School facing specific issues should 
consult with its attorney.
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