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7:00 -7:20

7:20 - 7:50
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Welcome Remarks
Consenting to Connect: How Telehealth Bridges Digital Health and Al Companies into HIEs
Charting the Future: Legal Considerations for Healthcare Professionals in the Age of Al

Summary of 2025 Government Healthcare Investigations, Enforcement Actions and
Anticipated Priorities for 2026

Dinner

From Information Blocking to Sharing: Operationalizing the 21st Century Cures Act
in Hospitals and Clinics

Healthcare Provider Panel: Texas Non-Compete Law

Wrap Up + Closing Remarks




Section 2 (6:00 - 6:25)

Charting the Future: Legal
Considerations for Healthcare
Professionals in the Age of Al

Presented by: John Howard, Senior Attorney, Cybersecurity and Data Privacy

Agenda

1. What is Al in Healthcare
2. Risks Associated with Al Use in Healthcare

3. Federal and State Approach to Regulating Al




‘We need to design and build Al that helps healthcare professionals be
better at what they do. The aim should be enabling humans to become
better learnersand decison-makers!

Mihaela van der Schaar, PhD, director of the Cambridge Centrefor Al in Medicineat the University of Cambridgein the U.K. (source: The Guardian)

‘Al offersgreat potential, [but] integrating it into
medical workflow softwar e requires caution. While
potentially impeding progr ess, gover nment regulations
play a crucial rolein protecting patients and society.’

Rob Versaw, MBA, vice president of innovation & growth at Envista Holdings(source: Forbes)

‘Healthcare providers areincreasingly faced with multiple
vendors claiming to have Al. To what extent is[each vendor’s)
Al learning from your data—or using that data to train models
for their other customers?’

Damian Chung, EdD, businessinformation security officer & healthcare CSO at Netskope (source: BanklnfoSecurity)

What is Al

Many forms (machine learning, deep neural networks, natural language processing, etc..)
that rely on two basic types.
Generative (Dynamic) Al:

* A type of artificial intelligence technology that can produce various types of content, including text,
imagery, audio and synthetic data.

* Generative Al learns the patterns and structure of its training data and generates content with similar
characteristics

Analytical (Static) Al:

* “Traditional Al” that focuses on analyzing existing data that can be used for predictions and
automation
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Uses of Al in Healthcare
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* Training — scenario simulations
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* Clinical Decision / Diagnosis Support
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* Resource Allocation

® Customer Service

* Administrative Support

* Workflow design / management

* The list keeps growing

Examples of Al in Healthcare

Al Scribes:
e Provides in room assistance in documenting a visit and creating notes
« DeepScribe, RevMaxx

Resource Management:
« Cloud-based resource capacity management, staffing, and patient flow forecasting
* LeanTaas, iQueue

Consumer Facing Personal Health Records:
Apps that allow for health tracking, measurement-based recommendations, and
education
Some present options for clinical integrations
Emagine Solutions Technology, The Journey




Al Integrations with Internet of Medical Things (IoMT)

Earbuds Swimming Cap

Core temperature (Bodytrak Heart Monitor (Moov

Glasses
Toothbrush Brain, Circulation Sansors (InteraXon
Monitors dental habits ( Kolibree

Armband

Spatial Positioning (North
Airbag Belt
Fall protection (Tango) Sports Bra

Cancer Detection (Higla ) Technologies)

Sweat Sensor ITBRA (Breast Patches)

Trace secretions (Eccrine Systems) Circadian Temperature (Cyrcadia Health)

Wristband
Ring Chronically Il (

Tracking sleep, fitness (Mativ, Ouraring, Ringly)

.
Spoon&Fork —M ————————@& Stick-on Sensor
Measures tremor (Gyennc) V Mor ‘Oreal / MC10)

Disease Data (UCB / MC10)

Tension Belt
Satiety (Samsung Attachable Sensor

Detects Contractions (Bloomlife)

Sensorized Insoles

Analyze walking / running (Feetme)

Smart Jacket
Data collection, staying connected
Levi's Google Jacquard)

Baby Sock

Heart rate, temperature, sleep (Owlet

The Al in healthcare market is projected to grow to $52.97
biII'i‘qu in42‘026

http:
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Potential Legal Risks

Malpractice (over reliance on Al determinations)

Discrimination / Discriminatory Practices (potential for bias in the Al models)
Alignment Problem by Brian Christian

Privacy (unauthorized uses or disclosures of health information)

Cybersecurity (violation of HIPAA security rule, State law, FDA requirements, or other federal
regulations)

Perceived Risks of Al in Healthcare

« Discrimination, prejudice, or favoritism
» Use of inaccurate or biased data models
* Over reliance

* Changes over time (Generative Al)

Benefits... more opportunity for efficiency gains and
better heath outcomes




60% of US adults ‘uncomfortable’ with healthcare providers relying on Al

They would feel __ if their

health care provider relied Comfortable Uncomfortable
on it for their medical care

No answer 1

65% of US adults want Al to be used in their cancer screening

Definitely/
They would __ artificial Probably want
intelligence to be used in
their skin cancer screening

Not make
More much
Artificial intelligence would accurate difference accurate

make skin cancer
diagnoses __ 30

51% of US adults who say ethnic biases in healthcare are a
problem believe Al will reduce bias

Get worse Get better Stay about
the same

15 33

White

Black

Hispanic

Asian*




Federal & State Regulators Target Al

State Level Al task forces: Monitor Al in multiple industries and recommend laws and regulations

* Lawmakers in 46 states have introduced more than 250 bills to regulate Al in healthcare (2025
legislative session)

« Ofthese, 27 have been enacted across 17 states

Federal Push to promote and control Al innovation

» Federal agencies looking to pre-empt all Al state laws to try and control national approach

Why Al Compliance Matters

Non-compliance risks:
FDA enforcement for unapproved medical devices
State restrictions on Al-driven clinical decision-making
Data privacy violations (HIPAA, state Al/privacy laws)

Scale balancing innovation vs. legal risk




FDA Oversight of Al/ML

* Al as a Medical Device: regulated under 21 CFR
Part 800-1299

® Risk-based classification (Class I-lll) depends on
clinical impact

* Key obligations for providers using Al in
telehealth:

* Use only FDA-cleared or authorized devices
* Follow manufacturer instructions & maintain logs

* Report adverse events per 21 CFR Part 803
(MDR)

* Al software updates: check whether “locked” vs
“adaptive” affects regulatory obligations

State Al Laws

California (CDPA/CPRA + Al transparency bills)
* Requirements for explainability, bias mitigation, and data handling

New York, lllinois, Virginia: Emerging Al legislation affecting:
» Clinical decision support transparency

» Patient consent for Al-assisted care

Texas SB 1188 — Permits use of Al for diagnosis or treatment, if:
1. Used within the scope of practitioner’s license;
2. Results are reviewed by practitioner; and

3. Use of Al must be disclosed




Data Privacy Associated with Al

* Al requires large patient datasets = privacy
risks

HIPAA: Al data must be de-identified or

protected under BAAs
CPRA, CDPA: Al-generated inferences may -

Compliance requirements: I

be sensitive personal info

Implement technical/organizational
safeguards:

Access control, audit logging, encryption

Policies to prevent Al re-identification of de-
identified data

Federal Approach

FAVES Principles

Does not exhibit prejudice or favoritism toward an individual or

Fair group based on their inherent or acquired characteristics

Outputs are well matched to produce results appropriate for
specific contexts and populations to which they are applied

Appropriate

Valid Outputs have been shown to estimate targeted values
accurately and as expected in both internal and external data

Effective Outputs have demonstrated benefits in real-world conditions

Saf; Use is free from any known unacceptable risks, for which the
are probable benefits of Al use outweigh any probable risks




HHS Al Strategic Plan

Strategic Domains

Medical Product .
Ll H?I;h S Hu":rll'semces Public Health
and Performance AERT elivery

Research &
Discovery

Internal Operations | Ethical and Responsible Use | Cybersecurity and Critical Infrastructure | Healthcare Safety

>

Key Policy Levers Main Policy Objectives

Regulations, policies, and guidance Encourage heaith Al innovation and adoption

Grants and funding programs and procurement Promote trustworthy Al development and use
Public education and outreach Democratize Al technologies and resources

Cultivate Al-empowered workforces and
organization cultures

Internal infrastructure and operations

Health Al Regulation and Collaboration

Core Infrastructure Health Care Products Health Care Uses

d'é‘(;fﬂc; for Civil ngh;;

ACA Section 1557: Non-
Discrimination in Health
Programs and Activities

FACT SHEET: Biden-Harris
Administration Secures Voluntary
; FOA

Commitments from Leading Artificial
Intelligence Companies to Manage the Artifical Intelligenca/Machine Learning [AI/MLI-Based

Risks Posed by Al

5 U.S. National
NS Science
" TFoundation

‘ National Al Research Resource |

NIST
| US Al Safety Institute |

Software zs a Medical Device [SaMDJ Action Plan

January 2071

SNC

CMS.gov

CMS outlines limits on Medicare Advantage
Al usage

HTI-1 Rule: Algorithm Transparency

Delivering on the Promise of Al to
Improve Health Outcomes
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Required “Nutrition Label” for Al-based Technologies in EHRs

Required as of January 1, 2025

» Establishes transparency
Details and output e Cautioned Out-of- to Providers to empower
i i h i Scope Use of the local Al governance
of the intervention intervention farrartion g
» Complements FDA
device regulations

i ProcesS used to . i
AR ensure fairness in External validation Motivates market to

development details FAVES principles
and input features [l “*‘EicPmert ofthe procees princip

* Fair
+ Accurate

Quantitative » Valid
measures of
performance + Effective

+ Safe

Questions?
Thank Youl!

Contact John: jthoward@clarkhill.com
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Section 3 (6:25 - 6:45)

Summary of 2025 Government HC
Investigations, Enforcement Actions &
Anticipated Priorities for 2026

Presented by: Laura Reilly O’Hara, Member, Healthcare &
Crane Pomerantz, Member, Litigation

Department of Justice (DOJ)
Enforcement Actions

13



2024 and 2025 DOJ Enforcement Actions

FY 2024 : DOJ recovered $2.9B in False Claims Act settlements, $1.7 of
which was healthcare related.

Second largest year for recoveries on record, behind only FY 2021, which we
can fairly attribute to COVID fraud.

FY 2025: DOJ recovered $6.8B in False Claims Act settlements, $5.7B of
which was healthcare related.

Notably, two large trial verdicts related to the pharmaceutical industry made
up more than 44% of the overall healthcare-related recoveries, or
approximately $2.5 billion (for $1.6 billion, and over $948 million
respectively).

Per a DOJ press release, 1297 qui tam lawsuits were filed in FY 2025, vs. 980
in FY 2024, but because of the length of time these cases take to litigate, a
mere increase in the filing of cases wouldn't explain the increase in the
number of settlements

27
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2024 and 2025 Enforcement Actions:

Biggest trial verdicts:

$1.6 billion verdict against a pharmaceutical company (Janssen Products, a
Johnson & Johnson unit) — In the case U.S. ex rel. Penelow v. Janssen Products LP, a trial jury and
court judgment found that the company caused submission of false claims to federal healthcare programs
by making false or misleading statements about certain prescription drugs, resulting in a roughly $1.6
billion award (including treble damages and penalties) — off-label marketing of HIV drugs. UNDER
APPEAL — not a recovery

Roughly $948.8 million judgment against CVS Health’s Omnicare unit — A federal
judge ordered CVS/Omnicare to pay about $948.8 million in penalties and damages after a whistleblower
trial found the company fraudulently dispensed drugs without valid prescriptions and billed federal
healthcare programs for those claims. — CVS stated it intends to appeal and its subsidiary
Omnicare declared Bankruptcy.

Biggest settlements for FY 2024:

Rite Aid - $408m — No legitimate medical purpose and not issued in the usual course of professional

practice

Endo - $475m - used a marketing scheme that targeted healthcare providers that EHSI knew were

prescribing Opana ER for non-medically accepted indications. 2

28
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Number of FCA New Matters, Including Qui Tam Actions
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Source: DOJ “ Fraud Satistics— Overview” (Jan. 16, 2026).

29
Settlements or Judgments in Cases Where the
Government Declined Intervention as a Percentage of
Total FCA Recoveries

$8,000,000,000 m NON QUITAM OR WHERE U.S. INTERVENED m WHERE U.S. DECLINED
$7,000,000,000 T 33%
$6,000,000,000
2% 2%
$5,000,000,000
$4,000,000,000 4%6% %
$3,000,000,000
$2,000,000,000 -Mz% l Il |
$1,000,000,000 -+ 1% I
Source: DOJ “ Fraud Statistics— Overview” (Jan. 16, 2026).
30

15



Takeaways and Predictions:

31

What To Do If You Receive a CID?

32
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United States of America ex rel. Cheryl Taylor v.
Healthcare Associates of Texas, LLC.

HCAT isa 400 employee value based primary care provider in DFW that was acquired
by Optum in 2022.

Background:

Whistleblower lawsuit alleging fraudulent Medicare billing for:
Services performed by uncredentialed or unlicensed providers.

Splitting bills to obscure the identities of treating providers.

Charging Medicare inflated rates for services.

The lawsuit alleged a conspiracy among HCAT entities, its founding
physicians, former CEO and ex-Chief Compliance Officer. The jury
upheld these claims, finding all defendants liable for the schemes.

The lawsuit alleged a conspiracy among HCAT entities, its founding
physicians, former CEO and ex-Chief Compliance Officer. The jury
upheld these claims, finding all defendants liable for the schemes.

33

United States of America ex rel. Cheryl Taylor v. Healthcare Associates of Texas, LLC. (cont.)

After atwo-week trial, the jury found 21,844 false claims were submitted to Medicare, for atotal of $2,753,641.86 in actua damages.

Under the FCA, the statutory penalty for each false claim ranged from $5,500 to $27,894. The math based on that formula resulted in an awarded civil penalty of
$448,817,000—over 100 times the actual damages awarded.

The Court substantially reduced the provider’s penalties to three times the actual damages, setting total liability at $16,521,851.16.

The Court determined that the FCA’s mandatory per-claim penalty, when applied in this case, violated the Eighth Amendment’s Excessive Fines Clause, which prohibits
“grossly disproportional” fines relative to the offense. In evaluating proportionality, the Court considered:

The nature of the violation: The case involved improper Medicare billing based on rules violations as opposed to more egregious conduct such as fictitious claims for
services never rendered.

The magnitude of harm: While the government was harmed, the actual damages were quantifiable at $2.75 million, making a $448 million penalty excessively punitive.

The ratio of penalty to damages: The proposed penalty was over 100 times the actual damages, significantly higher than penalties upheld in prior FCA cases, where
courts found ratios of 3:1, rather than 8:1, more appropriate.

Takeaways:

Excessive fines clause in the 8th Amendment: Defendants facing outsized FCA penalties should consider raising Eighth Amendment arguments, particularly when
statutory fines vastly exceed actual damages. Courts may reduce excessive fines when they result in disproportionate liability.

Government fraud enforcement remains aggressive: Despite this ruling, health care providers should continue prioritizing compliance with Medicare and Medicaid
billing regulations.

34
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Dinner
15 Minute Break

We will resume programming at 7:00 PM.

Section 4 (7:00 — 7:20)

From Information Blocking to Sharing:
Operationalizing the 21st Century
Cures Act in Hospitals & Clinics

Presented by: Paul Schmeltzer, Member, Cybersecurity and Data Privacy




Agenda
1. What “information blocking” is (and isn’t)
. ‘ .1 2. Risky practices & how to fix them (“share by
ia 3 default, secure by design”)
dsmproper request
[ p p q_ -t;; . Using exceptions the right way (fast, narrow,
raccess denied documented)

4 £ . Oversight readiness: metrics, audits, and proof

v

. 30/60/90-day action plan

What Counts as Information Blocking?

* Actors: providers, HIN/Es, developers
® Data: EHI in scope (not just labs/notes)

* Activity: practices likely to interfere with
access, exchange, or use

* |ntent: knowledge/recklessness matters

* Bottom line: default is share, unless a
narrow exception applies




The “Usual Suspects” (Risky Practices)

* Blanket result holds until physician reviews

® Forcing in-person pickup when portal delivery is

ﬁ feasible

® Over-blocking adolescents or proxies without
nuance

® Rejecting patient-selected apps by default

* Slow, manual fax fulfilment when digital is
available

* All-or-nothing denials citing “security” without
analysis

Share by Default, Secure by Design

<Default release rules: immediate for most labs/notes/images
<Role-based portal access (patient, proxy, adolescent tiers)
«API pathway: SMART on FHIR app access with vetting
=Least-friction channels: portal/API first, paper last

eGuardrails: automated checks + real-time alerts




Exceptions—Use Them Right

Preventing Harm: credible risk to life/safety

Privacy: patient preference, law, or consent limits

Security: specific, documented threat; proportionate control
Infeasibility: truly can’t do it (not won’t)

Content & Manner: offer alternative format/tech now

Exception Decision Log

* Request/Trigger: who asked, what data, when
* Exception Invoked: which one, why it fits

*® Fact Basis: risk analysis, policy cites, participants
® Scope & Duration: what’s limited, for how long
* Alternatives Offered: content/manner options

® QOutcome & Timestamp: decision + release/deny time




Fixing High-Risks

*® Lab Results: release immediately; auto-flag only specific sensitive panels for
review windows

* Clinical Notes: default release; suppress only note types with defined risks (e.g.,
psychotherapy notes/excluded categories)

e Third-Party Apps: publish criteria; auto-approve known safe profiles; document
security denials with alternatives

Middle

L

N
2

4

Fees, Format & Fulfillment

No “gotcha” fees: cost-based, reasonable, disclosed
Fastest channel first: portal/AP| > secure email > paper
Content & Manner: if preferred tech not possible, offer workable alternatives now

Turnaround SLAs: e.g., same-day electronic for routine EHI




Oversight Readiness: Metrics to Track

* Percentage of EHI auto-released without
manual touch

* Median time-to-fulfill (portal/API vs. other)

* Exception rate per 1,000 releases (by
type)

*® Top 5 denial reasons and their corrective
actions

* App approvals/denials with timestamps &
alternatives

U 'em.\mne(unescobe(s'crlpt

| ISR

webSecurity.Analyze()

Governance & Accountability

® Policy set: Release rules, exception SOPs,
decision log

* Committee: Privacy, Security, CMIO, Nursing,
HIM, Legal

* Training: frontline scripts + role-based refreshers
* Audits: random chart pulls; exception sampling

® |ssue response: 30-day CAP for outliers

23



Scripts Your Staff Can Use

® Privacy exception:

“We can’t share this portion because [specific reason], but we can
provide [alternative] today.”

® Security exception:

“We can’t connect to that app right now due to [specific risk]; here are
two secure alternatives we can provide today.”

® Content & manner:

“If PDF isn’t possible via portal, we can send a direct secure email within 24 hours.”

Common Pitfalls to Avoid

e Using “provider review” as a universal delay

* Calling something “security” without a threat
analysis

e All-or-nothing adolescent/proxy blocks

® Saying “we can’t” when you mean “we
haven’t built it yet”

* Forgetting to offer alternatives in real time

24



Case Study

*® Problem: 72-hour hold on all labs “for courtesy
calls”

* |ntervention: default instant release; hold only for
X panels

* Support: clinician messaging template + alerting

* Result: 94% same-day access; complaints ¢; no
safety events

Resources & Takeaway

* Takeaway: Share by default; exceptions are scalpel, not sledgehammer
® Resources: Policies, log template, dashboard metrics

® Contact: Paul Schmeltzer | pschmeltzer@clarkhill.com or (323) 497-4493
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Section 5 (7:20 - 7:50)

Healthcare Provider Panel:
Texas Non-Compete Law (SB 1318)

Moderated by: James Stafford, Member, Healthcare

Panelists: Sharn Barbarin, MHA, FACHE, Chief Executive Officer at
Medical City Healthcare Arlington &
Dr. Valentine Gibson, Anesthesiologist and Chief Development Officer —
Meridian Division, National Partners in Healthcare | Chief of Anesthesiology
and Obstetrical Anesthesiology — Medical City Arlington

Today’s Panelists

Moderator

James Stafford Il

Hospital Leadership Perspective

LaSharndra “Sharn” Barbarin, MHA, FACHE

Physician Perspective

Dr. Valentine Gibson, MD




SB 1318: Key Provisions

Duration

1 Year Maximum

Geographic

5-Mile Radius

Scope

Physicians

Buyout Rights
Preserved

Today’s Discussion

Industry adaptation strategies
Workforce retention alternatives
Physician mobility & continuity of care
Practice structure implications
Mid-level provider considerations

Finding common ground




Key Takeaways

Review existing physician agreements for compliance

Enforcement and interpretation will evolve as courts
apply the new law

Consider retention strategies beyond non-competes

Balance employer protection with physician autonomy

Questions?

\

Tim McGibboney John Howari:i ‘ Laura Reilly O'Hara

tmcgibboney@clarkhil.com jhoward@clarkhil.com lohara@clarkhil.com

Crane Pomerantz Paul Schmeltzer James Stafford
cpomerantz@clarkhil.com pschmeltzer@clarkhill.com jstafford@clarkhil.com
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